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Abstract 
With increase in use of internet there is need to keep passwords, secret keys, important information 

secret. One way to do this is encryption. But it also need key which should be kept secure. Sometimes 

key is secure. But what will happens if the key is lost, forgotten etc. This problem can be solved using 

secret sharing. Instead of sharing whole secret, it is divided into pieces and distributed to finite set of 

pieces and some subset of pieces called access structure of scheme, which can recover secret. Here we 

propose a new way to construct threshold secret sharing schemes based on finite field extension using 

Blakley’s secret sharing as a base. It is useful in many cryptographic applications and security. Because 

of finite fields the size of numbers stays within a specified range, doesn’t matter how many operations 

we apply on number. 

Keywords: Finite Field extension, Secret Sharing Scheme, Blakley’s secret sharing, Access 

structure, Security 
  

1. Introduction 

A secret sharing is useful in hiding information among certain pieces called shares\shadows 

and distributed to those many people. This is called share distribution. When particular subset 

of pieces called access structure joined together will get the complete secret. This is called 

secret recovery. There are lots of studies about secret sharing schemes. Shamir’s secret sharing 

[1] which is polynomial interpolation based, Blakley’s Secret Sharing [2] is hyperplane based, 

Asmuth Bloom Secret Sharing [3][23] based on Chinese remainder theorem, Mignotte Secret 

Sharing [5] based on Chinese remainder theorem [4] . Beimel [7] gave detail study about 

construction of secret sharing schemes. Shalini et al [23] proposed secret sharing scheme based 

on elliptic curve and gave a comparative analysis of secret sharing schemes with special 

reference to e-commerce applications. [8] explains about various multifarious secret sharing 

schemes, their applications and the comparison based on various extended capabilities.In [25] 

an alternative way to Shamir’s secret sharing scheme lagrange interpolation over finite field is 

proposed. 

Here we proposed a new way to construct a threshold secret sharing scheme. We use Blakley’s 

secret sharing as a base and same technique of finite field can be used to construct new scheme 

using Shamir’s secret sharing as base. 
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1.1 Our Contribution  

In this work, we provide a brief overview of existing threshold secret sharing schemes Shamir’s 

secret sharing [1] and Blakley’s Secret Sharing [2] .The proposed secret sharing is based on 

finite field extension and Blakley secret sharing. Based on different parameters the proposed 

method is compared with existing ones. Here we also claim that same finite field extension 

method can be used over Shamir’s secret sharing to improve the results.  

1.2 Organization 

The rest of the paper is organized as follows: Section 2 covers required background and 

preliminaries. Section 3 gives an idea of proposed method. Section 4 is about analysis and 

discussion of proposed scheme. Section 5 concludes with final remarks. 

2. Background & Preliminaries 

A secret sharing scheme is a method in which a dealer distributes shares to participants such 

that only authorized subsets of participants can reconstruct secret [7]. 

2.1 Threshold secret sharing scheme 

In secret sharing there is one dealer and n players. The dealer distributes shares to each player 

in such a way that any group of t (for threshold) or more players can together reconstruct the 

secret but no group of fewer than t players can(perfect) . Such a system is called a (t,n) - 

threshold scheme [19]. 

2.2 Shamir’s secret sharing scheme [1]  

Adi- Shamir idea for secret scheme was 2 points can define a line, 3 points can define a parabola, 

4 points a cubic curve and so forth [22]. k points are sufficient to define a polynomial of 

degree(k-1). Shamir's secret sharing is linear approach based on Lagrange’s polynomial 

interpolation. The correctness and privacy of Shamir's scheme is due to this [7]. It has two 

parameters: t, the threshold and n, the number of participants / players. The main idea of the 

scheme is that t points are sufficient to define a polynomial of degree 𝑡 -1. 

Given (t,n) secret sharing with k as secret  and n shareholders { P1,P2,P3, …..,Pn}. Using t-1 

degree random polynomial with random coefficient. 

Step 1: Polynomial construction   

f(x)=a0+a1x+a2x2+……+at-1x
t-1(mod p)  

Step 2: Share distribution  

Sharei(s)=(xi,f(xi)) 

Step 3: Secret recovery 

Using Lagrange Interpolation formula, the polynomial f(x) can be written in the form  
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f(x) = ∑  f(xi)  ∗  Li(x)

t−1

i=0

 

where Li(x) is the Lagrange Polynomial.  

Li (x) =  ∏       
𝑥 −  𝑥𝑗

𝑥𝑖  −  𝑥𝑗

𝑡−1

𝑗=0 𝑗 ≠ 𝑖

 

Li(x) has value 1 at xi, and 0 at every other xj . 

This scheme have some limitations like computationally hard, larger the share size, more 

memory is required which lowers the efficiency etc [25]. 

2.3 Blakley’s secret sharing scheme [2] 

As per [2][16] Blakley is based on hyper plane geometry.To solve a  (t, n) threshold secret 

sharing scheme problem,each of the participant is given a hyper-plane equation in a t 

dimensional space over a finite field such that each hyper plane passes through a certain point. 

When t participants come together, they can solve the system of equations to find the secret.The 

point of intersection of the hyper planes is the secret in t dimensional space.An affine hyper 

plane in a t-dimensional space with coordinates in a field F can be described by a linear 

equation of the following form: 

a 1 x 1 + a 2 x 2 + ..... + a t x t = b 

Reconstruction or recovery of original secret is simply by solving a linear system of 

equations.By finding the inter-section of any t of these hyper planes will get intersection 

point(secret). The secret can be any of the coordinates of the intersection point or any function 

of the coordinates. The most common application of Blakley’s scheme is in distributing a key 

between different participants and reconstructing the key based on each share. Due to large 

space states this method is not efficient enough. 

3. MATHEMATICAL FORMULATION OF THE PROBLEM 

Assume the number of elements of field extension be q = pm (p is prime and m ∈ Z+). We 

choose the secret and IDs of participants from the following set.  

Mq = {u | 0 ≤ u ≤ q 1, u ∈ Z}……(1)  

One way to define Galois field or Finite fields is to transform the selected integers to the 

polynomials of (GF(q))[x] by Algorithm 1 as follows : 

Algorithm 1.  

Input: u ∈ Mq  

Output: v ∈ GF(q) or F(q) [Finite fields are also called as Galois fields]. 

Step 1: u is transformed into vectors of length with respect to base .  
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Step 2: All these vectors can be written as a polynomial in Fq[x].  

Example 1. Consider 7 ∈ M8 ⇒ 7 = (111)2 = θ2 + θ+1 ∈GF(8), where θ is a primitive element 

of GF(8).  

Example 2. Consider 5 ∈ M9 ⇒ 5 = (12)3 = θ + 2 ∈ GF(9), where θ is a primitive  

element of GF(9).  

Then obtained polynomials can be transformed to integers by Algorithm 2 as follows:  

Algorithm 2.  

Input: v ∈ GF(q)  

Output: u ∈ Mq  

Step 1: v is transformed into vectors of length m with respect to base p.  

Step 2: These vectors are written with respect to base 10. 

Example 3.  Let θ2+θ+1 ∈ GF(8) ⇒ θ2+θ+1 = (111)2 = 7 ∈ M8, where θ is a primitive element 

(root) of GF(8).  

Example 4. Let 2θ + 1 ∈ GF(9) ⇒ 5 = (21)3 = 7 ∈ M9, where θ is a primitive element of GF(9). 

3.1 Proposed Scheme using Blakley’s secret sharing scheme as base 

Consider the finite field Fq is the secret space. Here we are proposing a (k,n) threshold scheme 

based on Blakley's method i.e. at least k participants out of n will recover the secret. 

 Steps for Share Distribution : 

1) Choose any vector x=(x1,x2,x3,….xm)∈Mq whose first coordinate (here x1) is the secret.  

2) Consider n vectors of length m to find the secret pieces for all n participants.  

3) Let these be Au1 , Au2  , Au3 ,…., Aun . 

4) Then calculate the secret pieces for each n participants such that  

Yu 1= Au1 . x
T 

Yu 2= Au2 . x
T 

Yu 3= Au3 . x
T 

….. 

Yu n= Aun . x
T 

5) Transform values of Yu i (1 ≤ i ≤ n) to the elements of Fq . 
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Steps for Secret Recovery: 

Assume that u1,u2,u3,….,uk participants can recover the secret.Here it is the following linear 

equation system. 

Y =  A . xT  
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The secret can be reached by solving above  system of equation.  

If the matrix A is non-singular, then the secret can be recovered. Otherwise it cannot be 

recovered.  

Example 5. Let F8 be the secret space, the number of participants n= 5, the threshold value k=3 

and the secret  s = 4. Construct a secret sharing scheme based on F8 with these parameters by 

using Blakley's method.  

Consider the polynomial f(x) = x3+x2+1 which is irreducible over F2. Let Ɵ be a root of f. We 

know that if f∈F2[x] is an irreducible polynomial over F2 degree ,  then by adjoining a root of 

f to F2, we get a finite field with 2d elements[24]. 

Assume θ to be a root of irreducible polynomial f(x). The elements of F8 are as following.  

F8 = { 0, 1, θ,θ+1,θ2,θ2+1, θ2+θ,θ2+θ+1}  

θ1 = θ 

θ2 = θ2 

θ3 = θ2+1 

θ4=θ2+θ+1 

θ5=θ+1 

θ6=θ2+θ 

θ7= θ0 =1 

The transformation between M8 and F8 is as follows.  

0 ⟶ 0 

1 ⟶ 1  
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2 ⟶ θ  

3 ⟶ θ + 1  

4 ⟶ θ2  

5 ⟶ θ2 + 1  

6 ⟶ θ2 + θ  

7 ⟶ θ2 + θ + 1  

We choose the vector (5, 2, 3) ∈ M8 whose first coordinate x1=5 is the secret.  

Since the scheme will be (3, 5)-threshold scheme, we consider the five vectors as the 

participants.  

Let us these vectors be  

Au1 = (0, 2, 2)  

Au2 = (1, 3, 3)  

Au3 = (1, 5, 5)  

Au4 = (0, 3, 2)  

Au5 = (5, 2, 5)  

These vectors correspond to the following vectors in F8[x].  

Au1 ′ = (0, θ, θ)  

Au2 ′ = (1, θ + 1, θ + 1)  

Au3 ′ = (1, θ2 + 1, θ2 + 1)  

Au4 ′ = (0, θ + 1, θ) 

Au5 ′ = (θ2 + 1, θ, θ2 + 1)  

Now we calculate the secret pieces as below.  

Yu 1 = (0, θ, θ) .( θ2 + 1, θ, θ+1)T= θ  

Yu2 = (1, θ + 1, θ + 1) .( θ2 + 1, θ, θ+1)T   

= θ2+θ=θ6  

Yu3 = (1, θ2 + 1, θ2 + 1) ⋅( θ2 + 1, θ, θ+1)T  = 0  

Yu4 = (0, θ + 1, θ) (  θ2 + 1, θ, θ+1)T= 0  
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Yu5 = (θ2 + 1, θ, θ2 + 1) .( θ2 + 1, θ, θ+1)T= 0  

When three participants combine their shares the secret will be recovered  since the scheme is 

a (3, 5)-threshold scheme. Assume that the participants with number 2, 4, 5 can recover the 

secret. 
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x1 =θ 3=θ2+1 ⇒ x1 = 5 ∈ M8  

x2 =θ ⇒ x2 = 2 ∈ M8  

x3 =θ 5=θ+1 ⇒ x3 = 3 ∈ M8  

x= (5, 2, 3)  
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It is seen that the secret s = x1 = 5 recovered. 

4. Analysis & Discussion 

4.1 Security Analysis 

In the proposed sharing algorithm the secret is split into shares and it is reconstructed by 

collecting pieces. Secret is computed by doing computations in field extension. To do so a new 

approach in the elements of the field extension is used. The secret can be reached every element 

of field extension Fq (q = pm) can be uniquely expressed l in θ over Fp . So, this scheme is very 

strong and reliable. 

4.2 Performance Analysis 

The access structure of this scheme consists of the k elements. So the performance of the system 

will increase. 

4.3 Comparative study analysis 

Table I shows comparative summary between Shamir, Blakley, Mignotte, Asmuth- Bloom and 

proposed secret sharing scheme. 

Table I. Comparison of different threshold secret sharing schemes [25][8] 

Parameters 

Secret Sharing Scheme 

Shamir[1] Blakley[2] Mignotte[5] Asmuth-

Bloom[3] 

Proposed 

Techniques used Polynomial  

interpolation 

Vector space 

(Hyper plane) 

Chinese reminder 

theorem 

Chinese 

reminder 

theorem 

Vector space 

and finite fields 

Perfect Yes No No No Yes 

Ideal Yes No No No Yes 

Multiple secret 

sharing 

No No No No No 

Threshold Yes Yes Yes Yes Yes 

Verifiable No No No No No 

Proactive No No No No No 

Security Low Low Low Low High 

 

 

5. Conclusion 
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Here we proposed a new approach of threshold secret sharing over finite field extension based 

on Blakely secret sharing. Due to the finite fields the security of the scheme is increased. This 

scheme is reliable. Using this technique of finite field extension we can create a secret sharing 

scheme over finite field extension based on Shamir secret sharing in similar fashion. This 

method has lots of application in image secret sharing. 
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