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Abstract:

The conventional Caesar cipher, traditionally reliant on alphabet letters, has undergone a modification in
this undertaking. The innovation involves the incorporation of both alphabets and special characters,
resulting in a robust cipher text. This alteration serves a dual purpose: facilitating uncomplicated
decryption for the intended recipient while presenting a formidable challenge for potential intruders, by
expanding the character set to encompass special characters, the cipher attains heightened complexity.
This not only enhances the security of the encoded message but also fortifies the resilience against
unauthorized deciphering attempts. The strategic utilization of special characters introduces an additional
layer of intricacy, rendering the cipher less susceptible to conventional decryption methods. The primary
objective remains to create a cryptographic system that strikes a delicate balance between accessibility
and security. The intentional inclusion of special characters not only diversifies the encoding possibilities
but also contributes to the creation of a dynamic cipher system. This adaptive approach ensures that the
communication remains safeguarded against adversaries seeking to compromise the confidentiality of the
information. In essence, this evolved Caesar cipher becomes a potent tool in the hands of the sender and a
formidable enigma for those attempting unauthorized access.

Introduction

The Caesar Cipher, named after Julius Caesar who is reputed to have used it for secure
communication, stands as one of the earliest and simplest encryption techniques. Dating back to
ancient Rome, this substitution cipher operates by shifting each letter of the plaintext by a fixed
number of positions down the alphabet. The key, known as the Caesar shift or cipher key,
determines the magnitude and direction of the displacement. For example, with a shift of 3, ‘A’
would become 'D,"B' becomes 'E," and so forth. Despite its historical significance, the Caesar
Cipher is remarkably easy to decipher with modern computational power. Its vulnerability lies in
the limited number of potential keys, only 25 possible shifts in the case of the Standard English
alphabet. Consequently, it falls under the category of weak encryption methods and is more
suitable for educational purposes or as a stepping stone to more sophisticated cryptographic
techniques. Nevertheless, the Caesar Cipher exemplifies the fundamental concept of encryption
through the alteration of character positions, laying the groundwork for more complex
cryptographic algorithms that are integral to modern information security. Its historical relevance
and simplicity make it an essential starting point for understanding the evolution of encryption
techniques and the ongoing pursuit of secure communication.
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Cryptographic techniques were used by different authors such as [7], [4] and [5] to investigate
the security and uniqueness of algorithms and also in [17], [14], [10] and [1] different
cryptographic ideas were used in order to have a text fully secured and prevents it from intruders
which may likely use the information sent over communication channel in their favour, Ceaser
cipher was extensively studied by [2], [3], [5], [6], [11], [12], [14] and [17] and discovered some
weaknesses and power of the classical Ceaser cipher together with different modifications that
may add security to the algorithm used in order to prevent unwanted access to the data being sent
over media, Study on modified ciphers were conducted by [9], [15],[1] and [16] and
consequently many results were obtained from the different studies, many recommendations
were being derived from [1], [8], and [3] which gave rise to multiple researches in the field of

cryptography.
Materials and Method
Terms used in cryptography

I Plaintext: original message
ii. Cipher text: coded message
iii. Encryption: the process of converting plaintext into coded text

iv. Decryption: the process of converting coded text into plaintext

V. Key: a piece of information that is used for encryption and decryption

Vi, Cryptography: the study of encryption and decryption principles

vii.  Cipher: an algorithm used for encryption and decryption

viii.  Key: a piece of information used by an encryption algorithm to transform

plaintext into cipher text or vice versa

iX. Symmetric key cryptography: a type of cryptography where the same key is
used for both encryption and decryption

X. Asymmetric key cryptography: a type of cryptography that uses a pair of keys
(public and private) for encryption and decryption

Xi. Frequency analysis: manually tracing the plaintext from cipher text using
frequency of letters used in the cipher text.

Table 1: Frequency of English Letters

Letters | Frequency (%) Letters | Frequency (%)
E 11.1607 M 3.0129
A 8.4966 H 3.0034
R 7.5809 G 2.4705
| 7.5448 B 2.0720
@) 7.1635 F 1.8121
T 6.9509 Y 1.7779
N 6.6544 w 1.2899
S 5.7351 K 1.1016
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L 5.4893 \ 1.0074
C 4.5388 X 0.2902
U 3.6308 Z 0.2722
D 3.3844 J 0.1965
P 3.1671 Q 0.1962

Ceaser Cipher

The Caesar cipher is a substitution cipher that shifts the letters of the alphabet by a fixed number
of positions. Here's how it works:

a. Key Selection: A key is chosen, which an integer is representing the number of positions
each letter in the plaintext is shifted. For example, with a key of 3, 'A' becomes 'D’, 'B'
becomes 'E', and so on.

b. Encryption Process: Each letter in the plaintext is shifted by the key value. If the
alphabet is considered cyclic, meaning after 'Z' it wraps around to 'A’, the shifting process
remains consistent.

The cipher text is represented by “C” while the plaintext is represented by “P”

C =(P+K) a2
P= (C - k)modze

Where, K is the key value to be used for both the processes.
Example:
Using a key of 3:
Plaintext: HELLO
Encryption: KHOOR

c. Decryption Process: To decrypt, the process is reversed. Each letter in the ciphertext is
shifted backward by the key value.

d. Security: Caesar cipher is vulnerable to brute-force attacks due to its limited key space
(only 25 possibilities for a Standard English alphabet). Frequency analysis can also be
employed, as it doesn't alter the frequency distribution of letters.

e. Variations: Caesar cipher can be generalized with different shift values, not limited to
integers. This leads to the creation of more complex substitution ciphers.

f. Usage: Despite its simplicity, Caesar cipher is a historical encryption method, allegedly
used by Julius Caesar. However, it's not suitable for secure communication in modern
contexts. Remember, it's a basic and easily breakable cipher. Modern cryptographic
systems use more sophisticated algorithms to ensure secure communication.
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Table 2: Plaintext alphabets and their corresponding values in Ceaser cipher

A B C D E F G H I J K L | M| N
10 | 11 | 12 | 13

o
[N
()
w
I
13
o
~
e
©

Example: code the text using cipher Ceaser cipher algorithm. “ATTACK IMMEDIATELY BY
DOWN AND REPORT TO THE DIVISION IMMEDIATELY AFTER ATTACK”

Solution:

Plaintext:
“ATTACKIMMEDIATELYBYDOWNANDREPORTTOTHEDIVISIONIMMEDIATELYAFT

ERATTACK”

Cipher text:
“DWWDFNLPPHGLDWHOBEBGRZQDQGUHSRUWWRWKHGLYLVLRQLPPHGL

DWHOBDIWHUDWWDFN”
Proposed Modification of the Ceaser Algorithm

The suggested cryptosystem enhances the traditional Caesar cipher by incorporating a modified
table of letters and their associated numeric values. This modification introduces special
characters in the ciphertext, adding complexity compared to the classical Caesar cipher that
solely employs alphabets in the ciphertext, thereby making it more resistant to intrusion attempts.

Table 3: Plaintext and special characters modified Ceaser cipher

A | B # C D * E F + G H - I J $ K

0 1 2 3 4 5 6 7 8 9 | 10 | 11 | 12 | 13 | 14 | 15
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The encryption algorithm is given by the relation below.

C=(P+K)

mod 38
Where:

C: is the cipher text

P: is the plaintext

K: is the key

The decryption algorithm is given by the relation below.

P= (C - K)m0d38
Where:

C: is the cipher text

P: is the plaintext

K: is the key

Example: Encrypt the information using modified Ceaser cipher using a key =2 “ATTACK
IMMEDIATELY BY DOWN AND REPORT TO THE DIVISION IMMEDIATELY AFTER
ATTACK”

Solution. Using the encryption algorithm of the modified Ceaser cipher which is given by

C = (P+K)uass the cipher text will be.
#UU#*?$I+ESHU+MACAE@NO#OES+Q@SUU@UI+ESWS$>$@ OS$! +ESHU+MAH#GU+S
#UU

The intending recipient and also intruders  will  receive the code
#UU#*?$I+ESHU+MACAE@NO#OES+Q@SUU@UI+ESWS$>$@OS$! +ESHU+MAH#GU+S
#UU as sent over communication media, the intending recipient will use the decryption
algorithm and Table 3 above to decrypt the cipher text, while intruders will use frequency
analysis or any available tools within their system to crack the code, and due to the inclusion of
special characters, the frequency analysis will likely fail to work.

CONCLUSION

The research demonstrates that enhancements to the Caesar cipher yield remarkable outcomes,
presenting a heightened level of complexity for potential attackers while maintaining simplicity
for the intended recipient. The Caesar cipher, a classical encryption technique, has been refined
to enhance its security features. The results reveal a significant advancement in thwarting
information breaches. Through systematic modifications, the improved Caesar cipher achieves a
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robust defense against unauthorized access. This heightened resilience makes it a formidable
challenge for attackers attempting to decipher sensitive information. The encryption's intricacies
act as a formidable deterrent, ensuring a higher level of confidentiality. Despite the heightened
complexity introduced in the improved Caesar cipher, its user-friendliness remains intact for the
intended recipient. This delicate balance between enhanced security and user accessibility marks
a distinctive achievement in cryptographic research. The recipient experiences a seamless
decryption process, ensuring efficient and timely access to the protected information. The
findings underscore the practical applicability of the enhanced Caesar cipher in real-world
scenarios where information security is paramount. The cipher's improved resistance to attacks
positions it as a valuable tool in safeguarding sensitive data. This research not only contributes to
the evolution of classical encryption methods but also highlights the importance of striking a
balance between security and usability in cryptographic systems.
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