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Abstract

In this paper, a model for the transmission dynamics of computer virus is formulated and two control
strategies: a strong antivirus and treatment are deployed to minimize the total number of infected
computers and the cost associated with the control strategies. Optimal control theory is applied to a
system of ordinary differential equations of a computer virus epidemic. The Pontryagin’s maximum
principle is employed to find the necessary and sufficient conditions for the existence of the optimal
controls. Runge-Kutta forward-backward sweep numerical approximation method is used to solve the
optimal control system. The results show that for the computer virus spread to be under control in the area
where it is epidemic, 50% of the strong antivirus and50% of treatment should be continuously
implemented.

Keywords: SPEIQRS Model, transmission, Computer, Virus, Pontryagin’s maximum principle, optimal
control, antivirus, treatment, Hamiltonian, numerical simulation.

INTRODUCTION

A computer virus is a program which can harm our device and files and infect them for no
further use. When a virus program is executed, it replicates itself by modifying other computer
programs and instead enters its own coding. This code infects a file or program and if it spreads
massively, it may ultimately result in crashing of the device (Chinebu et. al., 2021).

Optimal control theory is a branch of mathematical optimization that deals with finding a
control for adynamical systemover a period of time such that an objective function
(performance index) is optimized (Ross, 2015). The optimal control (OC) can also be defined as
the process of determining the control and state trajectories for a dynamic system over a period
of time in order to minimize a performance index. It deals with the problem of finding a control
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law for a given system such that a certain optimality criterion is achieved. A control problem
includes a cost functional that is a function of state and control variables. An optimal control is a
set of differential equations describing the paths of the control variables that minimize the cost
function. It can be derived using Pontryagin's maximum principle (a necessary condition also
known as Pontryagin's minimum principle or simply Pontryagin's Principle) (Ross, 2009) or by
solving the Hamiltonian equation for sufficient condition.

The application of optimal control theory has become another interesting area in the field
of mathematical modeling (Lenhart, 2007) in that it provides insightful understanding of many
biomedical problems and its being used extensively in the controlling of infectious diseases
(Lenhart, 2007).

Again the work of (Neilan and Lenhart, 2010) serves as an introduction to the theory of
optimal control applied to systems of ordinary differential equations with emphasis on disease
models. They outline the steps in formulating an optimal control problem and derive necessary
conditions. Several simple examples are provided with a detailed methodology in characterizing
the optimal control through use of Pontryagin Maximum Principle.

The Hamiltonian is a function used to solve a problem of optimal control for a dynamical
system. It can be seen as an instantaneous increment of the Lagrangian expression of the problem
that is to be optimized over a certain time horizon (Ferguson and Lim, 1998). The Hamiltonian
of optimal control theory was developed by Lev Pontryagin as part of his maximum principle
(Dixit, 1990). Pontryagin proved that a necessary condition for solving the optimal control
problem is that the control should be chosen so as to optimize the Hamiltonian (Kirk, 1970).

In the Optimal Control Problem, we introduced two control strategies: u, =u,(t)and

u, :uz(t)to represent a strong antivirus on susceptible computers and treatment on infected
computers respectively. Control u, is meant to protect the susceptible computer when interacting
with the removable media or infectious computers. Control u,is meant to treat the infectious
computers (Infected and quarantined computers).

The goal is to find an optimal control policy function u”(t)and with it, an optimal

trajectory of the state variable Yy’ (t) which by Pontryagin’s maximum principle are the arguments
that maximize the Hamiltonian,
H(y" ()" @), A(t).t)= H(y(t),u(t), A(t).t) for all u(x) eU o
(a) The necessary conditions for optimality (Kamien and Schwartz, 1991)
The first-order necessary conditions for a maximum optimality are:

H(Y®.u®.20.8) _

p = (Optimal control equation) )
u
dr__oH (y(®.u0. 20).1) (Optimal co-state equation) 3)
dt oy
op . .
iii. A(T)= E =0 (Transversality condition) (4)
t

(b) The sufficient condition for the optimality
i. maximum optimality is the concavity of the Hamiltonian
82 * * *
aU—ZH(y (t),u” (t), A(t),t)<Oat U’ (t) or )
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il. minimum optimality is the convexity of the Hamiltonian
0? . . .
a—ZH(y (t),u” (t), A(t),t)> Oat u*(t) and (6)
u
where U"(t) is the optimal control and y'(t) is the resulting optimal trajectory for the state
variable (Seierstad and Sydsalter, 1987; Lenhart and Workman 2007). Alternatively, the
necessary conditions are sufficient if the functions L(y(t),u(t),t) and f(y(t),u(t),t) are both

concave in y(t) and u(t) (Mangasarian, 1966).

SOME LITERATURE REVIEW OF OPTIMAL CONTROL MODEL OF THE
COMPUTER VIRUS

From 1987 to 1988, F. Cohen and W. Murray discovered certain similarities between
computer viruses and biological infectious diseases (Cohen, 1987; Murray, 1988). Consequently,
they suggested applying the principles of infectious disease dynamics and qualitative and
quantitative analysis methods to study the patterns of computer virus transmission.
Unfortunately, they did not propose specific models for the spread of computer viruses at that
time. It was not until 1991 that J. O. Kephart and S. R. White adopted the recommendations of F.
Cohen and W. Murray (Kephart and White, 1991). Based on the similarity between computer
viruses and biological viruses, they introduced the SIS (susceptible—infected—susceptible)
computer virus propagation model for the first time, pioneering the application of biological
virus propagation models to the field of computer viruses. Since then, extensive research has
been conducted on computer viruses.

Kazeem et al, (2017) in their study formulated a deterministic computer virus model,
incorporating removal devices. They studied the basic properties of the model, calculated the
reproduction number and the steady state which was found to be stable. Time optimal control
was included and Pontryagin’s Maximum Principle was used to characterize all the necessary
conditions for controlling the spread of computer virus. They showed that the most effective
strategy for controlling computer virus is through the combination of the three controls, that is,
intensive public education on the use of removable devices, public campaign on computer virus
free and treatment of infected computers.

On the optimal control of a malware propagation model, (Guillen et. al., 2014), stated
that the important way to control malware epidemic process is to take into account the security
measures that are associated to the systems of ordinary differential equations that govern the
dynamic of such systems. Here they considered two types of control measures, that is the
analysis of the basic reproduction number and the study of control measure functions. They used
the theory of optimal control that is associated to the systems of ordinary equations in order to
find a new function to control malware epidemic through time.

MATHEMATICAL FORMULATION OF OPTIMAL CONTROL PROBLEM OF THE
MODEL

The optimal control model for computer virus is formulated in order to derive two
optimal control measures with minimal implementation cost to eradicate the virus with a strong
antivirus after a limited period of time. The control efforts v, (t);i =1,2 are employed in human
and animal reservoirs populations and (1-u,(t)) are the failure rate for the control

efforts fori =1,2. Let u,(t) be the effort of using a strong antivirus as a control measure
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ASSUMPTIONS
The following model assumptions are made.
We introduced
i. astrong antivirus to the computer system at a rateu, such that u,S(t) computers per time
are removed from the susceptible computer class.
ii. treatment to both the infected and quarantined computers at a rateu, such that u,I(t) and
uzQ(t) computers per time are removed from the infected and quarantined class
respectively.

THE SCHEMATIC FLOW DIAGRAM OF THE MODEL WITH CONTROL
VARIABLES

We demonstrate the dynamical transfer of the population with the flow diagram in Figurel
below.

(1—CI)492 Rc

Figure 1: A schematic representation of flow diagram of computers virus spread among
the states variables with control variables.

OPTIMAL CONTROL VARIABLES OF THE MODEL

u, = The effort of using a strong antivirus to the computer system as a control measure by
installing a strong antivirus in the system.
u, = The effort of using treatment as a control measure by treating the infected computers.

Table 1: DESCRIPTION OF THE VARIABLES OF THE MODEL

Variables Description Values Reference

S. (0) Number of susceptible computers at time (t). 65 (Shahrear et al.,
P. (0) Number of protected computers at time (t). 20 (Zgr}ai)lrear et al.,
E. (0) Number of exposed computers at time (t). 10 ?gr}:rzrear et al.,
I (0) Number of infected computers at time (t). 6 iosiﬁined

T™
324 Journal of Mathematical Sciences & Computational Mathematics SMART SOCIETY



ISSN 2688-8300 (Print) ISSN 2644-3368 (Online) JMSCM, Vol.5, No.3, April, 2024

Q. (0) Number of quarantined computers at time (t). | 2 Assumed
R: (0) Number of Recovered individuals at time (t). |5 (Shahrear et al.,
2018)
Table 2: DESCRIPTION OF THE PARAMETERS OF THE MODEL
Parameters Description Values Reference
A The recruitment rate. 0.30 (Udegbe et al., 2021)
w, The rate at which the susceptible 0.65 (Shahrear et al., 2018)

computers moved to the protected
computer class.

W, The rate at which the protected 0.35 | Assumed
computers moved to the susceptible
computer class.

H The death rate of computers due to 0.10 (Udegbe et al., 2021)
other factors that are not connected to
computer virus.

d, The death rate of computers due to 0.65 (Udegbe et al., 2021)
computer virus.
o The rate at which the exposed 0.20 | (Shahrear et al., 2018)

computers moved to the infected
computer class.

p The proportion of the recruited 0.90 | Assumed
computers that moved to the
susceptible class due none
installation of antivirus at a rate A.
@-p) The proportion of the recruited 0.10 | Assumed
computers that moved to the protected
class due to the installation of a strong
antivirus at a rate A.

0, The rate at which the recovered 0.01 (Shahrear et al., 2018)
computers moved to the susceptible
computer class.

0, The rate at which the recovered 0.05 Assumed
computers moved to the protected
computer class.

q The proportion of the recovered 0.75 | Assumed
computers that moved to the

susceptible class at a rate 6, .

@-q) The proportion of the recovered 0.25 | Assumed
computers that moved to the protected

class at a rate 8, .
74 The rate at which the quarantined 0.03 Assumed
computers moved to the recovered
computer class.

P The rate at which the infected 0.02 (Udegbe et al., 2021)
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Computers moved to the quarantined
class.

B, The transmission rate of computer virus 0.09 (Shahrear et al., 2018)
to the infected computers due to the
transfer of files from one computer to
another using flash or other means.

5, The transmission rate of computer virus 0.05 | Assumed
to the quarantined computers due to the
transfer of files from one computer to
another using flash or other means.
1-8 The proportion of the protected 0.35 (Shahrear et al., 2018)
computers that moved to the exposed
class due to the fact that no antivirus
offers computers 100% protection .
4 The rate at which the infected 0.45 (Shahrear et al., 2018)
computers moved to the recovered
computer class.

RESULTANT EQUATIONS OF THE MODEL WITH CONTROL VARIABLES
The computer virus is modeled as a system of ordinary differential equations with the two
control variables embedded within the dynamical system as stated below:

djtc = pA-(1-u, )Ble + B,Qc )Se —WU,S. — i8¢ +W,P, +qO,R, )
dditc =(1- p)A+wW,u,Se —(W, + )P =151 +B,Qc Ps +(1—q)8,R. @
d:tc =(1-u Y Bl + B,Qc )Sc +(1-3) B, + B,Qc P —(f+ u)E. @)
dcli_tc=¢Ec—7U2|c—(p+d1+y)IC @
O g1 —p,0c (0, + 2. ®
d:tc =M, lc +pu,Qc —G0R. —(1-0q)0,Rc +/4R; ©)
Ne =S + P, +Ec + 1 +Q¢ + R @)
The objective functional is defined as follows

(04U, U5)= [ [Allc +AQc +%(Bluf n Bzuzz)jdt ®)
subject to

T™
326 Journal of Mathematical Sciences & Computational Mathematics SMART SOCIETY



ISSN 2688-8300 (Print) ISSN 2644-3368 (Online) JMSCM, Vol.5, No.3, April, 2024

dj_tc: PA—(L—u, N B,le + B,Qc )Sc — WU, S — £S¢ +W,P. +q6,R,

dditcz(l— p)A +wWu,S. — (W, + 1)P. —(1-5)B,1¢ + B,Qc )Ps +(1-q),R,
dditc=(1—ul)(ﬂl|C +8,Qc )S¢ +(1-8)B,1 . + B,Qc )P — (¢ + 1)Ee .
d(;—tC=¢Ec —p,le —(p+d, + )l

d(?tc = ple —yu,Qc —(d, + 4

(:TF::Wz'c +yu,Qc —q6,R. —(L-q)d,R. + 1R,

with initial conditions
S¢(0)=S, >0,P.(0)=P, >0,E.(0)=E, >0,1.(0)=1,20,Q,(0)=Q, >0,R.(0) =R, >0,
u,(0)=u,,, u,(0)=u,, and with control set defined as;

(u ) u,(t):0<u, )<y, <1 0<u,(t)<u, <1

2 max
U= (10)
are Lebesgue measureable and piecewise continous on [0, T]

where (1-u, \A,I. +5,Qc) is the reduction in transmission due to infected computers and
quarantined; A,and A, are the weight constants or balance factor (i.e. to keep balance) in the size
of infected computers and treatment population respectively (Zaman et al., 2008) , whereas
B,and B, are the weights of control variables u,(t) relative to its cost implications for a strong

virus and treatment efforts respectively which regulate the optimal control, the square term of the
controls indicates the nonlinearity in the cost of controls, and the half-term minimizes the effect
of applying the controls (Asamoah et al., 2017). Also, the positive constants B, and B, which are
connected with u, (t)are weight values such that0 < B,, B, < N . The relative weights given to the

positive constants associated with the control terms indicate greater or lower importance placed
on minimizing the cost of a control measure (Anita et al., 2011). We also assume that the cost of

a strong antivirus and treatment is non linear and quadratic as seen in the cost function (8). B,u;
represents the cost of a strong antivirus and B,u’ represents the cost of treating the infected
computers.

The main goal is to characterize an optimal control (ul*,u;)eu which minimizes the cost

of a strong antivirus and treatment as well as minimizing the number of infectives at terminal
time (T) such that the number of susceptible computers decreases. Therefore, to obtain the
optimal solutions, we defined the Lagrangian L for the control problem as follows:

L(N,u)= Al + AQ. +%(Bluf+82u22), (11)

where N is the total population of computers. Thus, the Hamiltonian function H for the control
problem is defined as:
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dP dE. . di. _do
N,u;t I+ += Bu+ B,u? + St A=t A=t A — ﬂ,— 12
H(N.Gt)= Al +AQ: + B+ BuE +4, 57,27, By Be oy Ry B gy

H(N,u;t)= Al + AQ, + (Bu +Bu)

+ 2, [pA—(@—u, XB,1c + B,Qc )Sec —W,u,S. — 8. +W,P- +q6,R. |
+ 2|1~ p)A+wiu,Se — (W, + )Py ~(L-6)Aile + B,Qc JPe +(L-a),R ]
+2[0-u XAl + B.Qc )Sc +L=6XBilc + Qe JPe —(p+ )]
+ 2 — 1 —(p+d, + )l ]
+ 2ol ¢ —pu1,Qc —(d; + 4. ]
+ 25 1 +yu1,Qc —AGR. —(1-0)o,Re + iR ] (13)
MODEL ANALYSIS

OPTIMAL CONTROL SOLUTION

We apply the Pontryagin’s Maximum Principle (PMP) (Pontryagin et al., 1962) because
it is a constrained control problem. The principle identifies the adjoint functions of the optimal
system and represents an optimal control in terms of the state and adjoint functions. The main
goal of this principle (PMP) is to minimize the objective function. Thus depending on the
constraints in the objective function, we want to minimize the Hamiltonian with respect to the
controls u, andu,. We define the adjoint functions as 4,, 4,, 4,, 4,, 4; and A, associated with

state equations defined forS., P., E., I, Q;, R¢.

Theorem 11: (Pontryagin et al., 1962): Given that U " (t)= (u;,u} ) is an optimal control and that
X"(t)=(s"(t) P"(t), E"(t) 1"(t) Q"(t) R"(t)) is an optimal state solution for the dynamical
optimal control problem (13) that minimize J(u,,u,) overU, there exist adjoint
variables 4, (t), 4, (t), 4,(t), 4,(t), 4 (t) and A4 (t) that satisfies the dynamical model below.

/Ll (ﬂl ;’“)(ﬂl c+ﬂ2Qc)(1 u ) (ﬂq—ﬂz)wlu1+ﬂiy
dj = (2, = A 1=5)BN e + B,Qc )+ (A, — A W, + A,
d(i = (A = Ay )P+ Agpt
ddi': =A +(/ll _/13)(1_u1)'8180 +(/12 _/13)(1_5)ﬂlpc +(ﬂv4 _26)7“2 +(/14 —ﬂs)p-l-/h(dl +,U)
dA,

d_125 - _Az +(/11 _lsxl_ul)ﬂzsc +(ﬂ“2 _}“3)(1_5)ﬂzpc +(15 _ﬂe)'»”uz +/15(d1 +,u)

dA,

St = Ve =46+ (4 — 2, )1-0)0, + 2o
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with transversality conditions: 4,(T)=0and 4,(T)=0 and control functions (u;,u;) which
satisfies the optimality condition given by:

u; = min{max{o, (=2l + B,Qc )+ =2, 0 }SC }1} (14)

L Bl

U :min{max{o,_(ﬂ“_%) c +1s =2 R }1} (15)

BZ

Proof:

In order to obtain the co-state dynamical model and the transversality conditions, we need to
apply the Pontryagin’s maximum principle (PMP) (Pontryagin et al., 1962) to partially
differentiate the Hamiltonian function H with respect to the corresponding state variables S,

P.,Ec.1.,Qcand R ,.The proofs go as follows:

Z—? =—% = 4l(Blc + B.Qc Ja—uy )= wauy + s+ A= Wit J+ o[ (A1 + Qe N1-u, )]
= (L= A NBlc +BQc Ja—u,)+ (A — 2 gy + A

O LA (A RS YRR R AR R AR S
= (% =2 J1=6)B1c + Qe )+ (o = 2y + 2

e e A
=& = A Jp+ st

= oA AR Al 9AR ] Al - u)as: - 0)8R ]

+ A, + (o dy + )]+ A [ pl+ 2=,
=_A.'L +(ﬂ'1 _As)(l_ul)ﬂlsc +(ﬁz _/13)(1_5):313; +(/14 _2’6) 2 +(/14 _ﬂs)p+/14(d1 +/U)

ddii:_aag :_Az+ﬂ1[ﬂ2(1_u1)8c]+12[(1_5)ﬂzpc]+/13[_(l_ul)ﬁ28c_(1_§)ﬁzpc]
+ﬂ~5[ 2+(d1+/u)]+le[_‘ﬂu2]
=-A, +(ﬂ1 _ﬁ'axl_ul)ﬁzsc +(ﬂz _%Xl_é')ﬁzpc +(A5 _/16)‘//uz +}“5(d1 +,u)
ddi;:_aa: = [_q91]+ﬂ“2[_(1_q)‘92]+ﬂ*6[q91+(1_q)92+,U]

= (’16 _ﬂ‘l)qel +(2~6 -4 Xl_q)ez + At

Again, applying the necessary conditions from Pontryagin’s maximum principle, we

know that u® must be a critical point of the Hamiltonian, that is,ﬁ: 0. By differentiating the

Hamiltonian function H w.r.tu;(t), we obtain u; (t) and u;,(t)respectively.
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oH

Y — =B, +4[(B1c +,Qc )Sc Sc ]+ 2, [WiSc |+ A [- (Bilc + 8,Qc )Sc ]=0 (16)
1

Bu, = (/13 _ﬂ’IXﬂlIC +/,Qc )Sc +(/11 —4 )Wlsc

Uf — [(/13 _/11)(ﬂ1lc +ﬂ2Qc )+(ﬂ’1 —4 )Wl]SC (17)

Bl

oH

E:Bzuz+/14[_7|c]+25[_‘//Qc]+/16[7|c‘H//QC]:O (18)
2

B,u, :(/14 _2’6) c +(ﬂs _/16)‘/’Qc

U; — (14 _ﬂ’ﬁ )7"(: ;(ﬂvs _ﬂe )V’Qc (19)

2
with transversality conditions: 4, (T)=0and 4, (T )= 0. The characterization of the optimal
controlsu; (t) and u;(t) are based on the conditions: Z—H = S—H = 0 subject to the constraints:
ul u2

0<u,(t)<u,,, <1, 0<u,(t)<u,,, <1, (Modnak, 2013).
Using the bounds of the u, (t), its optimal control can be written in compact form as:

ul*=min{max{01_(ﬂe_ﬂi)(ﬂl|c+ﬂch) LA H 0

L Bl

= min {max {O, (%~ A : (%~ 26 H 21
2

Therefore, from equations (20) and (21), we obtain the following optimality system

S {1_ min{max{o,{(% = )Bilc +B,Qc )+ (- 4, )Wl}sc},l}}(ﬂllc +8,Q. )Sc

dt B,
_Wl{min{max{o[(/13 VAR +%QC)+(/11 i )Wl}sc},l}}sc — /8¢ +W,P, (22)
+Q0,R;
d&=(l D)A+W1{m|n{max{ {(ﬂs AAle + AQc )+ (%_%)Wl}sc},l}}& ~(w, + )P,
dt B, (23)
_(1_5)(ﬂ1|c +/BZQC)P +(1—Q)9 R
dE (/13 A’l)(ﬂl c"’ﬂch) (Xi_ﬂz)wl _
e {1 mm{max{ { 5 Se tdp(Blc + BQc)Sc — 6+ 1)E, (24)

+(1_5)(181|c "'ﬁch)Pc
dle P - y{min{max{o,{(l“ s Me ;(}“5 ~ 4 IR }},1}}% ~(p+d, + ), (25)

o )
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Q. - w{min{max{o,[(@ s e ;(/15 ~ s R }},1}}@; —(d; +#)Qc (26)

dt )

dR
(7’|c +WQC )uz qech _(1_Q)‘92Rc +ﬂRc

dd—tc=(7|c +Wc){min{max{o,{(ﬂ4’lﬁ)ﬂc B(/l /16)ny¢ 1}} GO R

? (27)
_ (1— q)92 R. + 1R,
%_%%%_mm{mw{o’{( A +/;2QC) 1 Sc},l}} Ble+5,Q.)
l (28)
+(/11 -4, )W1{min{maX{0, |:(13 _/11)('Bllc +ﬂBZQC )+(/11 e )Wl }SC },J}}-I-/lllu
dditzz(lz—/ls)(l—g)(ﬂllc +ﬂ2QC)+(lz—/ll)W2+,12’u (29)
% - (/13 B /14)¢ + A1 (30)

%?Al +(/11/13){1min{max{0,{(/13AlXﬁllc +%QC) 7o) Wl } }} c
+(4, = A, 1-0)B,P. +(4, —/16)7{min{max{0 {(’1 4 )’AC (s~ 75 JQc }} }} (31)

+(ﬁ4 _ﬂs)p+/14(d1 +,u)

dd%:—A2 +(4, - /13){1 min{max{o[(/13 ~ABle + ﬂBZQC) +(h =4 Wl }}ﬂzsc
+(2, = A, J1-6)B,P. +(4 - 4, )y/{min{max{o {(l 4 )ﬂc s =4 R }}1}} (32)
+ 4 (dl + ,u)

djt =(As =4 )00, + (As — A, N1—0Q)8, + Agu (33)

To determine the convexity of the system (that is to check whether the critical point is
2

lj >0 (Mangasarian, 1966), we differentiated (16) and (18) w.r.t.
2 2
u,;i=1,2and it resulted toa—tI =B, > O,a—:'
ou 5

1

actually minimum), that is

=B, >0, where B, and B,are nonnegative

constant.

T™
331 Journal of Mathematical Sciences & Computational Mathematics SMART SOCIETY



ISSN 2688-8300 (Print) ISSN 2644-3368 (Online) JMSCM, Vol.5, No.3, April, 2024

NUMERICAL SIMULATIONS OF THE OPTIMAL CONTROL MEASURE IN THE
COMPUTER VIRUS MODEL WITH RESULTS AND INTERPRETATION

In this section, we use Runge-Kutta fourth order method to approximate the
optimal solutions. To solve the optimality system with initial conditions for the states and final
time conditions for the adjoints, we use the Runge-Kutta fourth order procedure. A Runge-Kutta

method is a multiple-step method, where the solution at time 1, .; is obtained from a defined set

of previous valuest, .y, ..., I, and n is the number of steps.

The numerical simulation conducted in order to investigate the effects of the control
strategies on the transmission dynamics of Computer Virus. The simulations are performed using
MALAB and we set time in days. The estimated initial values of the state variables of the model
areS, =65,P, =20,E, =10,1,=6,Q, =2andR, =5 and for the adjoint system we have
terminal conditions {4 (T)Vi=1,2,3,4,56}=0, where we set T = 50 days. The cost coefficients
corresponding to state variables are estimated to be A =0.0l1and A, =0.02. The quadratic cost
coefficient corresponding to control measures is estimated to be B, =100andB, =50. The
numerical simulation of the optimality system was performed using the parameter values given
in Table 2.

The graphs were plotted to show the effects of the control strategies: strong antivirus and
treatment in eradicating Computer Virus infection. But we first plot the graphs when no control
strategy is implemented and then compare their results with when the control strategies are
implemented as shown in Figures 2(a)-2(c) in order to determine the best option to control the
spread for maximum benefit.

THE GRAPH OF WITH AND WITHOUT OPTIMAL CONTROL STRATEGIES AND
THEIR RESPECTIVE INTERPRETATIONS

80 T T T T T T T T T
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I — — — Without Control (u1 = u2 = 0)
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T 60 \ n
5|
= -
a \
§ 40 \
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\
£ 20 S i
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~N
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Figure 2(a) Comparison: Numerical solutions for the exposed computer virus with and
without optimal control functions.
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15 20 25 30 35 40 45 50
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Figure 2(b) Comparison: Numerical solutions for the infected computer virus with and
without optimal control functions.
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Figure 2(c) Comparison: Numerical solutions for the quarantined computer virus with and
without optimal control functions.

It can be observed from figures 2(a), 2(b) and 2(c) that with the application of optimal control
strategies: strong antivirus and treatment, there is a significant reduction in the number of
exposed, infected and quarantined computer virus at a given time. In the same vein, the
application of the optimal control strategies helps to minimize computer virus spread of the
exposed computer after t =17 days, infected computer after t =17 days and bacteria population
after t =6days. With the application of two controls to contain computer virus with respect to
the result above, eradication of computer virus is possible at the shortest period of time.
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THE CONTROL PROFILE OF THE COMPUTER VIRUS OF THE MODEL
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Figure 3(a): (The graph of u,)
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Figure 3(b): (The graph of u,)

INTERPRETATION OF THE CONTROL PROFILE
It can be observed that Figure (3a) and Figure (3b) are individual simulation of the time-
dependent optimal controls (u,,u, ). The control u, is at maximum level (i.e.u,, . =0.9999) at

t =0 and remains constant for t=16.55days before it gradually drops to its minimum level
(i.e.u,,;,, =0) at the final time t=>50days. The control u, is at maximum level (i.e.

Uy =0.9999) at t=0 and remains constant for t=22.65days before it sharply drops to its
minimum level (i.e. u,,;,, =0) at the final time t =50days.

THE ANALYSIS AND INTERPRETATION OF THE GRAPH OF THE CONTROL
VALUES

The controls u, and u, were used to optimize the objective function and the following

observations were made:
The control values are:

u, =0.9999
u, =0.9999
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Proportion of u, =

ul
u, +u,
0.9999
u, =
1.9998

x 100 = 50%

: u
Proportion of u, = —2

u, +u,
0.9999
u, =
1.9998

x 100 = 50%

CONCLUSION

Considering the result of study, we conclude that for the optimal control of computer virus
spread to be under control in the community, 50% of a strong antivirus and 50% of treatment
should be continually implemented.
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